


> 6315 eaiol &
leMbl sdac (glocin B.)

Oledbl é)can‘_;lbgfllf

HhL AL b i (gloas)s £.1

g (disinformation) Sisw wleMbl .Y
(misinformation) st wlebl

Sl (1S5 Y
lo])fl. ."I Uﬂ.{l)él 4.) 9) R V.\

oobsl p 9233905 9 9309 (Sl EIms V.Y
Lo (85

Jluzws
olyed (95 (1§ yimnz)) Cud Al
JUazs slassl )3 o) biwl (yids A.Y

OSiyils sb)lnl 935 e A.Y

(D Raz>

WA Jlo 5o gl ioiwlus 53 Vg5 ).

oledbl s ¥

oyl sjloeg 9 b @hS )
QY Nz Siyyilsé Y.y

lgizo (3,5 ,ilid V.V

FYTCS RN

iegss &y UB5 g Sgiub V¥
o5y 3wl )3 Jg=i V.

L,.ALE.’.{H B9 9 b..u.)9$.’> O)Lﬁj v,Y

JUazas (655505 F
0539 (_,.u).u.)l G9w L :6395)' cbdlao Bl
?015.395

Gkl ol g el)Sliwmil 1) lyyi F.Y
b jl HLily (ois (el F.1
Wi pg)=0 (S9Nl gy a2

Oli9aT 1S g (R WT (Lbjgel Wloas F.F
03 61l dudils> @

PPVob oy ghs i)y oyl F.0
Ozl 9 ol )5 Coyiiy]



IFan gL

09l ol -2l gs (L)l dolillus

@ &S cwl gloYw o yh)liS dcgamns 1 6)lasd

Olr! €O il GRIYSD )3 pee BYgaT Cud

Il gole > GiyliS ol Jol 32 93351350

w49 9 \WaA LgL(bdlw 9 ‘.)Jyob.ow YoV\ dlw
L0 gy 1) (Sl @985 )

39) 3 P )b gl jI G IA Je
88 @l oyl iy Cowl oyl oyt ] G5
Ao l3S Gloj 51 Jo S 51 pin <iddS 929 b
S el Jo ol Plwo @ iy b 1) doldle
Gz yobio 4 ¢yl (g elie WAA Jlw slo (LT )
425 ) 45 (S yize Gluhmg DoSpw (yidld &5
LoLls @ i el o) Vb SESU el
dadlGuSe .355)5 ghd 1) coyinl (35d9) ool
Olz ©5 s olyicl (pl 4 Goplio Glui>g
203 2 9 2 9y=e (5wl yladd 9 8 )S | yai WoF
03123585 ple= 9 ol 30 S phaw ol 53

YY)

313 2y Js ¢l )d a5 glodac ©Yg=S (gded il
L0390 gy BB g puwomme 8l351 (I B
Y955 5 o)l b )3 59 )15 96
oyl 03T Blgise clo job @ a5 355,5 sl
G ST glodw > cales )3 9 355 @8, 1) glul >
,o@@«q\)&;;&g@»;l(sloww

Yo oyi)l5S ol &5 @uid)S Eaeal (uices
©92)l> ) a5 2> @S augs (Sl @985 L Glao )
Lo(5)135 ylojuw dpseial o3 yige Sl @298




)5 JWd 9 )0

Jol Uik 3950 pawds Gl 93 @ U)ljS ol
iz ) Oluuei (gl cuwlus jd BYgx5 p
«Joloe jl saub (Ggw 1 45 315 55,85 (B4, 9
Lo jSyel . 3io3 (50 JSid plpl )3 JUad God=> @
(logSe )l paelide b (Slegdge p ojag

ol JUamad (655503 9 9wl

Glol pelae (l (il yimn @ (pgd yid )d
03059) (5535 Vg3 ol yshaz iyl g laizloy
30 8 5l s ) ohal ys coyiil ol
Cuslol (97200 Blune 42,5385 25 b ) lg el
S paeal 15U p el «gladls) (2 SyiST g 051>
WG glshpl Jliazs @oii> » Gl phl1iSeil

OhSdbog5 4 Bl (5)b degaze (ol jl Lo Bao
S @ RLws g & cuwl PS plad g ()9l
B 2iS e G0 plil )3 ool 9 Rl 5L eyl
G5 lun pago 9 o3z M) 4 g) (Ga0)s
OLILS ool @ ) Like 4z o915 ol
)5HB oo (p192)3T 8915 (5) a0 b g Cawl

Ll 000 dagd Cuizylo jauz g (0B (g39le

Canlyy OLEDG] ] G Qo350 pimigy 1) 11149
A AlgS i 1Foo 31d,5 55 (ol (5)9002

OLsLS @






Jol Jiusu

gulJ_JlJ:H.é.'idl:J.) u.:;g.:l
G9S bul i u Yoy NigSs

251 Lol el Jo=23 Lo ) ddaed ol )yl
Qlesly S (H9iS Vg) @ a5 Lol slopiaas
b 4id)S 1A Jlw Job

o paas il Gwyp @ U015 o2l Js! Uk
9 LA w;)gb o arauald ¢yl aSisl 3515550
«wlelbl J,iS oS (gl coyinl sy g
shzl woguh g SiogSs W)U (5lo Eiwaw
Oxizad 0315 518 06U easd |y Syl (lg8
cl.m'o:g.n.aa.’io,gl)'lt_g)Wb.'gdSbb |Q..\.m|9:>a.uo9.)

-V c_u;wl ‘SJ-IQIJ |
- olelbl Jas P
|\$ &Q.OQKD' UJ'.bJ e .)g.l.w o
19 JUusud §p5py0  F



Yz Siyild pluse S (gl ©)15 (S
dag ooguid Sl o (iS Egz) V.Y Lindo @)
Ll 0393 (3S Egz) YW Gindo @) wlelb] i8S
2h2! (o Kiw (55w aieslgs b plgs eslola8] ¢l
9 (IS Egz)y V.Y Uikt @) (gjloe Lad JyiiS
2> (63850)% © 9w, R 39290 lge
a5 (Sl olaigyed Jlasws Ggim 45 00ub azgo
o2l S wl 69y Ln_amo)Lou).a.)qu)lU;uJ G

29 Jal=S i 1 i 0)9d

srely glo)lizle 0,b) by oledbl glp
L oLy Yol Jlo (9)135 4 plpl )> oyl
Bills, Bills, Bills: Upcoming Policy lgic
Challengesinlran,and How We Can Resist

' s E9=>) Them

I.1
IraAn tJL"'“ o LQ‘SJldft_wl*uu o uxgsu

Ol ) ()l cuwlw g 3 (gldordo

Mgy yd lodes WYgxS &l o Jw >
b B aib)S ©yg0 glpl )5l
35 1) olpl Gwbue CoeSlo dund 1 (glesyimS
Gile sLad Slle ghgid pol> Jl> )5 3)0T oo
93 @ «wloyze (slgize G2dlao pusi 09)5)5 9
Anl glacl jl Galide Gloeas)s ;1 JSuiio
5 RUad g (sl GVLSS Bl (Slg,
A (slaiols le @lhigo po) b ¢ KidblaS
)3 Syeie ©)ygo & oyl gpol) (J5b ol ©
Ox 09,555 «(gjle (Lad e glsid cawd
098 «WleWbl w)ljg Aloyzo (glgizo G2dlas
Wle SL pPB gh2l sl 9 aslas
O 29850 0315 2y i) liS pal )3 &5 H9bpleo
o &5 0add azge (5)l ISl Hliske Eg)
&Il (gl Glol Sl @ (5lzxe (sLad e

9 Ja3u )9S

Blodds (=l SISk 4 lpl ) (HheSs losly
oleaird g8l wlwl y bad Iy 395 (gwluw a5

OB > paed 4 g 3 ) CrogS> L guwen

SEptit]

3 bl Gilues ol @bl ws SO

ol @ boye o)l Scwbmw 9 coyinl gpol)
bad Jle glygw s g Huaw U . @alodqr (yll )
9«5yl 5> Ghol g5 plgic 4 (5jlxe
)98 9 i)l &)li9 (99)8159) 1381 ) 9b (e
&S 0315 )1)8 FamBge )3 ()05 ploj o I i
e b g sduzy W Eraal Mgl CogS>
3T 9 2,450 coyiial g pol) 9 0)13) (952 0,1

6)4.@') |

G )odS (5)135638 5> o3iljh H Lzl g )48 (0l
()0 (SLAS )3 iy G9dm> Brd> 4y 3425 L g o
S plio a5 634 tazgo uSe ) - Cawl 0394 8l ja
xS el (5l (6 yidin jluw ShLES] (SiegSe
oo Ll el asly coyiinl J,ils 390 )
0byz 3 &5 il JolS L i @b 651351 4
LS| Glasi 1M OL}T).) oo yio 4.)Luuu>9 ugs).w
&hd (pl AL cudiis ol Sy (s> 4 Blgi
)d o9l Caidge axyi )d ks oyl i
RrROBel (o coyiil) eledbl Glo dSuib 3 picy

Y

232> piagw ol oo jl 52 3929 2l L
O aoib Blaol o)l yiw Cadlid ()1 355958
@i oSS .l 039 plpl 1S
slocaled pils B p; b slgige Jlazs
S)3 «wwleMbl ©)ljg 9 (il Lad Sle (glyow
31 9 63,97 Cuwsdy CuogS> (o 3SS1 51 (5 g
xSl olal )3 Jlamd @i @ ST laags

s @31g5 53 (51631 )55 Vg 3oL WWAA Jlw >
g2 )3 Ly o5 V9 saadgr ol )16
E92) ¥.) Uik ) i) yidin a2y (55092

\ Filterwatch, “Bills, Bills, Bills: Upcoming Policy Challenges in Iran, and How We Can Resist Them”, available

at: http://bit.ly/2vDloBk


 http://bit.ly/2vDloBk
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Y Kaveh Azarhoosh, Filterwatch,02/11/2018 “Understanding Iran’s Emerging Internet Policy Agenda”, available

at: http://bit.ly/3s8NHCP


 http://bit.ly/3s8NHCP
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Y Entekhab,16/04/2019,"Zarghamiand the ban on attending two councils; where did the story begin?” [Persian],

available at: https://bit.ly/3d09Wqx

¥ Kaveh Azarhoosh, Filterwatch, 03/04/2019 “Saied Reza Ameli — The New Face Of Iran’s Online Cultural

Revolution”, available at: http://bit.ly/3qzzrml
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O Amnesty International, 2020, “A web of impunity: The killings Iran’s internet shutdown hid”, available at:

https://bit.ly/3jPINce

# Article 19, 2020, “Tightening the Net 2020", available at: https://www.article19.org/ttn-iran-november-

shutdown/


https://bit.ly/3jPlNce  
https://www.article19.org/ttn-iran-november-shutdown/
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Y IRNA, 27/11/2019,“2950bn toman damage to the Iranian economy during the days of the internet shutdown”

[Persian], available at: https://bit.ly/33RWSx2
A lbid

q Peivast, 19/11/2019, “Central Bank deputy: the internet shutdown poses no problem for banking networks”

[Persian], available at: https://bit.ly/2ZaWpnl

Yo ISNA, 10/12/2019, “Semi-urgent Bill on Access to Internet Services Handed to Heads of Majles” [Persian],

available at: https://bit.ly/3rQpGQO

W\ Majazi.ir,02/02/2020, “Approval of NIN objectives until 1404 in the Supreme Council of Cyberspace” [Persian],

available at: https://bit.ly/2ZboJGs

\Y Majazi.ir, 13/02/2020, “One of the fruits of the Islamic Revolution was to open space for women'’s activities”

[Persian], available at: https://bit.ly/32SLAJS
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10 Mehr News, 11/11/2019, “Official VPN operators established in the country” [Persian], available at: http://

bit.ly/3aQQ5Hy
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\Y Kaveh Azarhoosh, Filterwatch, 19/09/2019, “Is “layered filtering” the future of Iran’s National Information

Network?”, available at: http://bit.ly/3s55pqV

\AIRNA,7/03/2017,"“Separating domestic and international internet [traffic] with the aim of strengthening the

national information network” [Persian], available at: http://bit.ly/3kO0fliJ
19/SNA,01/01/2019,"Remove all American products from the NIN” [Persian], available at: http://bit.ly/3agwrG1
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Yo Khosro Kalbasi, Financial Tribune, 20/10/2019, “Iran Judiciary Moves to Ban Google Play”, available at:

https://bit.ly/3pdN5Kk

Y\ Mehr News, 03/10/2019, “Prosecution order to close download sites on web providers” [Persian], available

at: http://bit.ly/3jDRBAV

YY Khabar Online, 9/10/2019, “Blocking movie download websites; removing competition for domestic sites?”

[Persian], available at: http://bit.ly/2NBe3i0

Y¥ Fars News, 28/02/2020, “Ban on the use of foreing messaging apps by government bodies, schools, and

universities” [Persian], available at: http://bit.ly/3s6tm1le
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YF US Department of the Treasury, “Sanctions Programs and Country Information”, available at: http://bit.

ly/2Nuwimo

YO Kaveh Azarhoosh, Filterwatch, 11/07/2019, “Tech Giants Are Failing Iranians In Their Struggle Against A

National Internet”, available at: http://bit.ly/3dqdjYO
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Y# Kaveh Azarhoosh, Filterwatch, 18/02/2019, “Iran’s Cyber Police — ‘Society-Based Policing’ and the Rise of

Peer Surveillance”, available at: http://bit.ly/2Z042gL

YY Cyberpolice.ir,'Cyberspace users should be careful about spreading lies’, 03/09/2019, available at: https://

bit.ly/3kFOlps

YA James Marchant, Filterwatch,15/11/2019, “Filterwatch — October 2019”, available at: http://bit.ly/3p4Bz43
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Y9 Peivast, Twitter, 26/05/2019, available at: https://bit.ly/3beiZSi
Yo Reporters Without Borders, 08/11/2012, “Jailed netizen Sattar Beheshti dies after prison interrogation”,

available at: http://bit.ly/37hPcXA
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Y1 Digiato, 13/05/2015, “Irancell Launched the first phase of its Children and Adolescents’ Service” [Persian],

available at: http://bit.ly/2N3C3KE
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Y'Y ISNA, 24/12/2019, “Separation of public internet and children’s internet” [Persian], available at: http://bit.

ly/3gmir30

YW MCI, “Student SIM Cards” [Persian], available at: https://mci.ir/student-sim-cards
V¥ Iranian ICT Ministry, “Draft Plan for Protecting Children in Cyberspace” [Persian], available at: https://bit.

ly/2N9CEKR

YO Mehr News, 6/12/2020, “Plan for child protection in cyberspace awaiting approval” [Persian], available at:

http://bit.ly/2M1gn0OS

Y# DW Farsi, 19/05/2020, “Iranian Police: Hijab is mandatory in Iran, even on Instagram” [Persian], available

at: http://bit.ly/3deEogK

Y'Y Article 19, 22/05/2020, “Cyber Police warning to women without hijab online, another attack on women'’s

freedom of expression in Iran” [Persian], available at: http://bit.ly/2MYwkpJ
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YA ISNA,07/09/2019, “How much did smart filtering cost?” [Persian], available at: http://bit.ly/3u0g8ET
Y4 Khabar Online,02/05/2019, “Leadership fatwa: shariarules on associating and dealing with Baha'is” [Persian],

available at: http://bit.ly/3b9ypXI

Fo Campaign for Human Rights in Iran, 27/01/2020, “Iran has denied the possibility of granting unrecognised

religious minorities National ID cards”, available at: http://bit.ly/2NuvCAo

Fl lranwire, 23/01/2020, “Baha’i citizens deprived of national ID cards; is there a way to object?” [Persian],

available at: https://bit.ly/3k2JFcl
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FY Otherresources: BBC Persian,27/01/2020, “Concerns from the international community over new restrictions
on smart ID cards in Iran” [Persian], available at: http://bbc.in/2NGe3x3, Deutsche Welle, 24/01/2020,
“Baha’is will have to lie or forget national ID cards” [Persian], available at: http://bit.ly/3s02fEM, Radio Farda,
23/01/2020,“Baha’icitizensinlran are facingissuesin getting national ID cards” [Persian], available at: http://
bit.ly/3pyurwUand Iranwire, 29/12/2019, “Smart national ID cards will not be given to Baha's citizens in Iran”,
available at: https://bit.ly/3k2UOKc

FY Iran Moshavere, "Entering the Education Ministry’s Shaad system” [Persian], available at: http://bit.ly/3atGUxN
and Majazist, 24/06/2020, “Startups collaborate with Shaad” [Persian], available at: http://bit.ly/3s6wMRv
FF¥ [ran Moshavere, “Entering the Education Ministry’'s Shaad system” [Persian], available at: http://bit.ly/3atGUxN
¥O Dolat.ir,21/04/2020,"Latest statistics on Shaad education users” [Persian], available at: http://bit.ly/3bcmk3U
F# IRNA, 29/04/2020, “Shaad network; innovation in education with a hazy future” [Persian], available at:
http://bit.ly/3sOHFEz
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FY Majazist,25/06/202,"47% of Studentsin Kohgiluyeh and Boyerahmad are notconnected to Shaad” [Persian],

available at: https://bit.ly/2Z90gEy

FA Small Media, Filterwatch,19/11/2019, “Iran Shutdown Monitor”, available at: http://bit.ly/3tDdx3L

¥4 Hamshahri News, 06/12/2019, “Vaezi's comments on the internet shutdown in Sistan and Baluchestan”

[Persian], available at: http://bit.ly/3s0a39x

0o DW Farsi, 04/12/2019, “Internet shutdown in Sistan and Baluchestan has made life on either side of the
border difficult” [Persian], available at: http://bit.ly/3jOYb7L
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OYMelody Kazemi, Filterwatch,23/04/2020, “Policy Monitor — March 2020", available at: http://bit.ly/37jrfPz
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YA Nahid Siamdoust, LA Times, 09/01/2006, “Iran Cleric Struggles to Get Alternative Views to TV Screens”,

available at: http://lat.ms/3dckwuB

Y9 “Iran’s Minister for Culture and Islamic Guidance: No Private TV Licenses Will Be Givento Anyone” [Persian],

available at: http://bit.ly/39HABVA

Mo Vigiato,8/05/2020,“Whatis SATRA? IRIB, Cyberspace, VOD, Regulatory and Other Issues” [Persian] available

at: https://vigiato.net/p/91423
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AY Taadol Newspaper,19/02/2017,"Positive Steps for Interactive TV Privatisation” [Persian] available at: http://

bit.ly/2KIRvVR3

AV SATRA, About Us [Persian], available at: https://bit.ly/3nTSp4W
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A¥ Vigiato, 8/05/2020, “What is SATRA? IRIB, Cyberspace, VOD, Regulatory and Other Issues” [Persian],
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AOISNA,03/05/2018,“Licenses for 4 Interactive TVsand 7 Audio Visual Media Institutions” [Persian], available

at: http://bit.ly/350Negm

A# Vigiato, 8/05/2020, "What is SATRA? IRIB, Cyberspace, VOD, Regulatory and Other Issues” [Persian],

available at: https://vigiato.net/p/91423

AY Saeed Ebrahim Raisi, 18/01/2020,"Judiciary Directive” [Persian], available at: https://bit.ly/3anTUoy
AA BBC Persian, 26/01/2020, "Government criticises issuing of exclusive digital video and audio to IRIB”
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90 Raavi Network, Twitter, 03/1/2019, available at: https://bit.ly/3b5Qfeh
4% Iran International, Twitter, 08/10/2019, available at: https://bit.ly/3jPgtWi

9¥Y Amir Nazemi, Financial Tribune, 24/05/2019, “Institutionalization for Multinational Cooperation in Iran

Startup Ecosystem”, available at: https://bit.ly/3nVU5er

QA ITMEN, 28/04/2020, “70 Start-ups have access to government APIs", available at: http://bit.ly/38YPW5j
99 Kaveh Azarhoosh, Filterwatch,14/06/2019, “Slow-Downs and Start-ups — Privacy and the Digital Economy

inlran”, available at: http://bit.ly/3pn4JLO
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Yoo Lindsey O'Donnell, Threat Post, 19/04/2019, “Insecure Ride App Database Leaks Data of 300K Iranian
Drivers”, available at: http://bit.ly/2ZjL2Kw

Yol Radio Farda, 02/04/2020,"“ICT Ministry confirms that millions of internet users’ information has been leaked”,
available at: http://bit.ly/2NuhPK9

\o¥ Bazarefanavari,01/04/2020, “After the disclosure of Iranian Telegram users’ data; this time, the leakage of
user datain Sib App”, available at: https://bit.ly/33NIR5e

VoV Filterwatch, “Bills, Bills, Bills: Upcoming Policy Challengesinlran,and How We Can Resist Them”, available
at: http://bit.ly/2vDloBk

1of Some tech companies have already illustrated willingness on this front. Last April, the Tehran-based taxi
company Maxim, denied Tehran City Council access to the company’s raw user data, stating that the privacy of

its usersis ared line they are unwilling to cross.
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Vo® /TIran,13/04/2020,"“ICT Ministry is responsible for granting VPN licenses to eligible individuals” [Persian],

available at: http://bit.ly/3szifsz

Vo ITlran, 14/04/2020, "How is a legal VPN granted to individuals and institutions?” [Persian], available at:

http://bit.ly/3oWCMLB

VoY Zeitoon,12/11/2019, “Legal VPN for accessing forbidden sites” [Persian], available at: http://bit.ly/3dfvpM1
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