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1 Dan De Luce and Leila Gharagozlou, NBC News,
28/10/2020, “Iran's Covid death toll may be four times the
government's official tally, says top doctor”, available at:
https://nbcnews.to/3eGedQi


https://nbcnews.to/3eGedQi
https://nbcnews.to/3eGedQi

JriS B 3)S aolgs aolyd s3il glocdgs glp
@iy oyl ohoy S (sosd15T 9 Goi o (6 yisiw

e (ol ¢ yiwlus 4 o 1 i g AN
S Ty i 3T

Gimo plpl p3,0 ol o Jo SO 51 ow
392 (se90e W (GLAS slp (55 pdy) jlalemns
e lic ST Jols Kol &5 (HLad i
oy p9n ) e jlpl g (uwlw g elaizl
(50 y 23 Glawlio . A5 @1y Wljloe b ) Uss
69002 k) OLIRD] (o350 I S e &S
i1 Vlasie iz Gl (U5 elo 315)5 )5 s3iT
@)U @ (b yild (bl asuis 51§ a5l 1,
2> Gyl o)1 S cuwbuw ©Vexs (b))l 9
s s SRl phyB Gsi=> p ol ©hilis gyl

21> 3olgs delsl 63T

o2l ) 02 &)l Glegidge jI SO o 3590 53 S|
duaal 0)5T @yb 51 ik 30l (Jlgw (b)15S
0,50 (wles Lo L ask@filter.watch

oo b

OLsLS @

SapaT (530 31 Olyel 0313 )18 B30 otninn oo
Y.A)pr Causuo

s olrl s Jlsms el (Jlo oe )
9 Wb 6d) Sowo (gwlwl ISG @ 6y95 ¢l o
G 09T 69y sh )bzl 3 )BT (T sgues
9 LB oS by )3 595 ol 51,5 9 yjgal
SLoplnl )3 02 j9io 45 3,5 dwmap ) (o6 plL
295 Lelll I Lgae aS) uibasisl> 9 (550
1 delsl Gab G (pliwg) @bl g (JLiwmd
OB395 9w jl ojag @ GpIRL ol ©lsb
)Y &le 4 (yiws oS @olg> ol )3 pdacawl
A0 ol (35393 8515 Cuwd i) Lg)*f.)l,g sl

Gr9ez Gl 0)95 51 JolS Jlw (52)>T 19 Jluo
9> (5392 (S9je pE)le 39 S5 (Plog) >
dblio pj Gudzo LIAYIA )0, 51 &Sl 9 (59
9 Wasliehd 039 9,4y, gkl Ngol
Gle shad crgas 4 g3z sl S Cunluw
D32 o)l IS Cmlu ¢l 3w (5jloe (gLad
oyl gliwly )3 395 Blasl 4 ylpl 39 Ll
olis |y said JyiS WolS g 6aid (gjlwisor 1030
JyS e daz Gl)Bgjlw o5 Bibl a0
¢ oluad e Siyyild @iwaw dlas 1 leMbl
§®09)S &) (551y0 dlenbes Y @2 1) wyiial 1) S

23135250 Ebs0 (! Slujz 4 U1 2l )3 Lo
62 13-22955 (65400 jl ok (Sl Glolic &5
odlaiwleguw ylpl jd RWT glad p JyiS Jlecl
G20 gz )3 (g3b B Hlojad g 35l63)S
lainlsy Oledbl Gl aSuib Wi (Vb 659,
Lol cuanl 03400y LY 4 L5 (Slog) 093 42,51
©lelbl g (5)9Us aiuoj )3 (59 g Lol 3)gluws
sloslop) jl 56298 PB g plall Gisa -

Y France 24,22/03/2020, “Iran's Khamanei refuses US help to fight coronavirus, citing conspiracy theory”,

available at: https://bit.ly/30esWVD
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¥ Arash Parsapour, Digiato,17/11/2020, “What is the record of the new representatives in the filtering
working group?” [Persian], available at: https://bit.ly/3tMzOWF
F Melody Kazemi, Filterwatch, 16/11/2020, “Policy Monitor - October 2020", available at: https://filter.

watch/en/2020/11/16/policy-monitor-october-2020/
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® Majazi.ir, 13/02/2021, “Communication of the resolution of the country’s Supreme Council of Cyberspace

regarding the requirements for preventing and combating the dissemination of information, news and false

news located in cyberspace” [Persian], available at: https://bit.ly/3nQholb


https://bit.ly/3nQhoIb
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# Arash Parsapour, 12/08/2020, “Details of the anti-monopoly resolution on online platforms has been

released” [Persian], available at: https://bit.ly/30d4140

Y Ministry of Cooperatives, Labour and Social Welfare, 28/01/2008, “Law for the Enforcement of General

Policy, Article 44" [Persian], available at: https://www.mcls.gov.ir/fa/law/260
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A Khabar Online, 27/09/2020, “Legal scholar: There are many flaws in the Supreme Council of Cyberspace’s

document” [Pesian], available at: https://bit.ly/3h3d72v

q Supreme Council of Cyberspace, “Instructions for Management of Bots and Robots in Cyberspace

Resolution”, available at: https://bit.ly/3x0v4b3
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Yo Behnaz Tohidi, Peivast, 24/09/2020, “Parliament again attempts to hand over Internet portals to the Armed

Forces” [Persian], available at: https://peivast.com/p/84192

1 Melody Kazemi, Filterwatch, 01/04/2020, “Iran’s “Managing Social Messaging Apps” Bill Returns to

Parliament”, available at: https://bit.ly/3fdq4Va

\¥Y Majlis.ir,14/07/2020, “Protection of User's Rights Online and Managing Social Messaging Apps Bill”,
available at: https://rc.majlis.ir/fa/legal_draft/show/1600586
\¥ Mina Safdari, ICTna, 26/12/2020, “Parliamentary plan to deal with online gambling”, [Persian], available

at: https://www.ictna.ir/id/119482

\f¥ Mina Safdari, ICTna, 23/12/2020, “Internet gamblers were sentenced to death”, [Persian], available at:

https://www.ictna.ir/id/119411/
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Y'Y Arash Parsapour, Digiato, 05/04/2021, “Removal of filtering of some sites begins for a section of the

community” [Persian], available at: https://bit.ly/3uscnrA

YA Amnesty International, 12/12/2020, “Iran: Execution of journalist Rouhollah Zam a ‘deadly blow’ to

freedom of expression”, available at: https://bit.ly/*fFWNHr

Y9 /bid

Fo OHCHR, 14/12/2020, “Iran: UN experts condemn execution of Ruhollah Zam”, available at: https://bit.

ly/2QQdjaT

Fl Arash Parsapour, Digiato, 26/10/2020, “Why was the CEO of Aparat sentenced to 10 years in prison?”

[Persian], available at: https://bit.ly/3xQvuOc
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FY IMNA, 26/10/2020, “SATRA's comment about the conviction of Aparat’s site administrator” [Persian],

available at: https://bit.ly/2R2bGXF
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F¥ Kaveh Azarhoosh,19/01/2019, “Iran’s Cyber Police — ‘Society-Based Policing’ and the Rise of Peer

Surveillance”, available at: https://bit.ly/3uZDYkg

FF Cyberpolice.ir, multiple dates, https://tinyurl.com/yxI29tbx (Mahabad), https://tinyurl.com/y933825a
(Hormozgan), https://tinyurl.com/y625smer (Mazandaran), https://tinyurl.com/y4phxp4t (Fars), https://

tinyurl.com/y3gopquc (Western Azerbaijan), https://tinyurl.com/y38we537 (Kerman), https://tinyurl.

com/y4vn8ess (Kohgiluyeh & Boyer Ahmad). Note that as of the time of writing, access to cyberpolice.ir is

currently restricted for users located outside of Iran.

FO Aftab News, 06/04/2020, “Arrest of 24 people in Fars”, available at: https://bit.ly/3vSTxdt

F# Cyberpolice.ir, date unavailable, “Warning to rumour-mongers in cyberspace”, available at: https://

tinyurl.com/y9snvwijq
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FY Khabar Online, 29/04/2020, “Arrest of 3,600 online rumor spreaders” [Persian], available at: https://bit.

ly/3tzMfdO

FA Committee to Protect Journalists, 27/04/2020, “Iran arrests 2 journalists for allegedly sharing cartoon

mocking government’s COVID-19 response”, available at: https://cpj.org/2020/04/iran-arrests-2-

journalists-for-allegedly-sharing-c.php

FAQ Iranwire Persian, 23/04/2020, “ILNA News Agency denies the publication of a cartoon on Islamic

medicine” [Persian], available at: https://iranwire.com/fa/jinac/37955

Oo Wired, 04/02/2020, “One Free Press Coalition Spotlights Journalists Under Attack”, available at: https://
www.wired.com/story/one-free-press-coalition-spotlights-journalists-under-attack-april-2020/

O @bbcpersian, Twitter, Tweet [Persian], 22/02/2020,19:47 UTC, available at: https://twitter.com/

bbcpersian/status/1231304603574116353

OY Payam-e Iran, 20/05/2020, “FATA Police Social Deputy: Hijab on Instagram is mandatory for Iranians”

[Persian[, available at: https://bit.ly/2Q7vmce
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OF Cyberpolice.ir, “Young women modelling illegally on the website Divar” [Persian], available at: https://bit.
ly/3hilydt

OF Borna News, 17/05/2020, “Woman arrested on charges of publishing immoral images” [Persian], available
at: https://bit.ly/2Q96vos

00 Cyberpolice.ir, “Arrest of the leader of an immoral group on Telegram” [Persian], available at: https://bit.
ly/3tzevMU

0f% Cyberpolice.ir, “Increasing followers at any price” [Persian], available at: https://bit.ly/2Q5UzDS
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OY Shad Homepage [Persian], available at: shaddl.medu.ir
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OA Melody Kazemi, Filterwatch, 20/03/2020, “Filterwatch Policy Monitor — February 2020", available at:

https://bit.ly/3tXkag6

09 Shahrara News, 12/10/2020, ““My son committed suicide because he did not have a mobile phone’ -
Mother of Bushehri 11-year-old boy explains her child's death” [Persian], available at: https://bit.ly/3od4pAo
#o Peivast, 02/12/2020, “ICT Ministry must provide free internet for Shad” [Persian], available at: https://

peivast.com/p/90716

#1ISNA,12/09/2020, “ICT Minister: Use of the Shad app will be free” [Persian], available at: https://bit.

ly/3we8Xcv
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#Y IRNA,08/12/2020, “ICT Minister: The Shad network is free” [Persian], available at: https://bit.ly/3fojLy8

#¥ Moshaver Group, “How to activate free Shad access for Irancell, Hamrah-e Aval and RighTel” [Persian],

available at: https://bit.ly/3wco8TC

#F @hamiorg, Twitter, Tweet [Persian], 14/04/2020,10:28 UTC, available at: https://twitter.com/hamiorg/

status/1249992969530245120

#0 Iranian ICT Ministry, 17/05/2020, “Connecting more than 1500 villages to the National Information

Network” [Persian], available at: https://bit.ly/3eWC6Db


https://bit.ly/3fojLy8
https://bit.ly/3wco8TC
https://twitter.com/hamiorg/status/1249992969530245120
https://twitter.com/hamiorg/status/1249992969530245120
https://bit.ly/3eWC6Db

PF

wl\co)lﬁdguol:})gbd.)ob.))lSO:{l;;.Aﬁbb)g
23 «glpl pl» 659y },g.i.’»l)gdlg,w o g 31,18
o2l F ool ;V...\J.\)S o)l woyinl (gl o9
Oljagad dulS (59318 Sgii () ol ) lgs dobpo a5
Oloj s y5iw> 4595, (gh2! puized g L Gumgyw 9
Oloas &)l s b &S 3)90 )5 Wlelbl (g)9lid

Ll 059y

«(s09ac Casinl g (slo EBIY (lgic Cumd oAb (]
aS gl kalyds )5 Jlo ol b Bledd auogs
b.)bas 'olbj 9 |9§ d)lsz:i ‘L;J93l9 LSL(D&-),-)SW
65|}Tuéﬁ@udbcﬁc)593)lﬁbg?9uﬁhm
CLSHSS g3 2yko )13 3929 5945 )3 plw
VA Jad A Blgi o «slo Cagioly (y9ad (sagao
.))_1§ )I)s O.SLO.uwlsyA) d)90 Ul)Jl )= )“"’ (99'0'9
) liko jl G biso 913 (5)9 U8 (o ga i
OleMbl Glo aSud b yiwS @ o5 (ojgy )
2> 51 Bb 2 B A5 (5)13385 iS50 SaS
9 05)5 Card l=o 9> Ol).‘))lS Cuinol 9 (o>
QUISIR)L @) o |y 395 (5pd G lagss

o by oy 4

(65523 21325 (S5 <ol 2 59551 put @2
Lo )b ghyimS gy 9 Jlo )5 5
onlS @ B solhb S Sl (Hosting)
9 ¢ diihin 0315 jSp0 (2)3S)j «lbl)l ©)ljg
R e )3 0loyS 7 )l ) )9S ©)f Jledd
Sl L)1 Sy 1) 6315 35y ol 7P s o L)
bbbyl es)ljg .cwwl 83,5 Guawli (gl olyad) 1yl
asogs 26 5 S Yo by b 5550 ol 5550
323248 59 w0 1Be0 dlaes cual cubB L 9 S, Fhe U

Caanl )55 4 Egyid «(5jlno jg m 17 o0 g

g 4 hid (J515 (Sbjue (ad)b (S
2ol ol ccuny G5 g aSuds >)Slac dqup
o naSalyl 3y (5l 3V Sl puizcad
das 1 coleWbl Gl b G5y las g

oSl .0

JAS 9
wleubl

s |y wleMbl Glo aSuidb (b yiwS ylpl Cilgo
§lp oyl @ 63,0uS s Sl glgic
oyl @ 08U &S 59dS Camas 1 (B
2345 Hoblad L AiS (50 & ko (1A wyiwd
Cadads (63932 U ledl ol i o)Ll Ju8 indo
ol Jlo )y woyinl 4 liwg) Juasl g 3)1s
0 b (5=1yb (514395 4 WleWb| (slo a5 Lol . w]
S5 b eoyinl 4 G yiws Ginlidl ¢l a5 cuwl
Cuoual dlas j1 sl olyad (6,505 BI3S lodis o
CaogSa yliin Sl g 1) B (o9 @)= iy

Pz Coiinl )5 &bl )

seslwoy; )3 5yl 80lyw b ¢l CogS>
OleWbl IS el (93,91 392941 Joiio (5092
9wl 02id (Giloo9 SB)9w L p NI
l G515 )5 g cuwS g lgiso (BaiSalgs
S@)9m (59, 1) 395 o3l U M50 G295
Olelbl adlzs g w)l2) a5 (plz iz )8 51

S92 3olgs el )l ol )

Q.1
wledbl Lls aSuh 9 gogas SCSN:

BB )P © gl o)l didwl ¥V &)U )
©leWbl (6)9ld lojlw 9 glg)I Rl 6 R1HeilRl plee

## Iran FOIA [Persian], available at: https://iranfoia.ir/web/guest/orgbaseddocs
#Y Melody Kazemi, Filterwatch, 10/02/2021, “Policy Monitor - January 2021”, available at: https://filter.

watch/en/2021/02/10/policy-monitor-january-2021/

#A lranian ICT Ministry, 26/06/2020, “The largest data center in the west and northwest of the country will

be opened” [Persian], https://bit.ly/2Q5uqVL
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#9 Mehr News, 29/09/2020, “Providing free services to domestic media via the ‘Mother Network’ of the NIN”

[Persian], available at: https://bit.ly/33wmhwE

Yo Derak Cloud, 08/05/2021, “Annual Report on the State of the Internetin Iran -1399” [Persian], available at:

https://bit.ly/3fs0f3G
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Y1 Paul Bischoff, Comparitech, 30/03/2020, “42 million Iranian “Telegram” user IDs and phone numbers

leaked online: report”, available at: https://www.comparitech.com/blog/information-security/iranian-

telegram-accounts-leaked/

YY Lucas Ropek, Gizmodo, 2/03/2021, “Iranian Chat App Gets Its Data Wiped Outin a Cyberattack”,

available at: https://bit.ly/3f2eugw

YY @MayhemDayOne, Twitter, Tweet, 31/01/2021,16:20 UTC, available at: https://bit.ly/3vjie2S
YF “Raychat’s statement on vulnerability: [we] will be transparent and accountable in responding to users
and customers”, Raychat, 1/02/2021, available at: https://bit.ly/34cimVZ
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YO @Raychat_io, Twitter, Tweet, 31/01/2021,14:56 UTC, available at: https://bit.ly/3vjfqTA
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